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Steganography is an anti-forensic technique that has that has been adapted by criminals to hide information in other messages, making it difficult for authorities and investigators to obtain evidence (Akbar et al., 2020). Criminals use this technique to insert hidden messages in other forms of media, such as audio files, images, video files, and text messages, since they would be the least suspicious forms (Akbar et al., 2020). To the untrained eye, the files being used to hide information would not raise any red flags (Warkentin et al., 2008). This differs from cryptography, which is an encoded message, because the main purpose of steganography is to hide the idea that a message is being sent in the first place (Warkentin et al., 2008). A message altered by cryptography would raise suspicion because it would appear unreadable, while a message hidden by steganography would not be visible (Warkentin et al., 2008). Messages hidden via steganography are  often referred to as “stego messages,” which can be hidden in several different ways (Warkentin et al., 2008). The usage of steganography to hide messages also brings an ethical dilemma regarding the privacy of online and telecommunication users (Warkentin et al., 2008). While steganography offers legitimate uses for protecting sensitive information, exploitation by cybercriminals has raised significant ethical and legal concerns.  
	There are three main types of ways that messages can be hidden by steganography: injection, substitution, and using the message to generate a new file (Warkentin et al., 2008). With an injection technique, attackers can hide information by simply using a “hidden” tag (Warkentin et al., 2008). This is common in HTML web pages, where the source code will show any messages with the following tag: <input type =”hidden”> (Warkentin et al., 2008). This tag will hide messages and other data from plain view of the website, but can be found when inspecting the website’s elements. Messages can also be hidden in file headers, packets sent over networks, and unused disk space (Warkentin et al., 2008). 
In substitution techniques, a small amount of data from the carrier file is replaced with a coded format of the hidden message (Warkentin et al., 2008). If the message is hidden in a picture file, each pixel will be altered to encode the message (Warkentin et al., 2008). For example, if an attacker wanted to hide nine bits of information, they would need to change only four of the nine least significant bits in the original file (Warkentin et al., 2008). Changing the bits will minimally change the color of the original graphic file, and these changes will be nearly impossible for the human eye to perceive, making this method popular among attackers (Warkentin et al., 2008).
The hidden message can be used to create a new file that does not raise any suspicions, where the message creates its carrier (Warkentin et al., 2008). One example of this is the application SpamMimic, which is utilized to hide a message in a text file that would be seen as spam (Warkentin et al., 2008). The message could be sent to another person, who would then use the SpamMimic website to decode the message that was received (Warkentin et al., 2008). This would be beneficial for attackers because very few people would be suspicious of spam messages, or they would just ignore it altogether (Warkentin et al., 2008). However, this method of steganography is not recommended because it is inefficient, as a message that contains a full sentence could be thousands of words long with a new file. 
	As technology rapidly advances, it is becoming more difficult for lawmakers to keep up with cybercrimes and pass laws that are relevant (Warkentin et al., 2008). This is also due to the vast jurisdictions, because many online communications involve people in different states, countries, and continents; so what is legal in one area may be illegal in another area (Warkentin et al., 2008). Because of this, many laws are put in general language (Warkentin et al., 2008). There are very few specific laws regarding steganography, but in the United States, it is a federal offense for anyone to use any part of a telecommunication system in a criminal act (Warkentin et al., 2008). This would make many cases of steganography illegal, since attackers often use it to exchange illicit information, but not every person utilizing steganography would be breaking the law (Warkentin et al., 2008). 
	Steganography can be used in several different types of cybercrimes. Besides simply hiding messages, there have been instances of attackers hiding malware in other files (Akbar et al., 2020). In one instance that occurred in November 2017, an attacker spread malware by inserting it into an image with a .jpg extension to spy on Chinese, Japanese, Russian, Singaporean, and South Korean companies (Akbar et al., 2020). In another instance, terrorists were reported to have hidden their terroristic activities and plans in digital media formats, which contained maps and pictures of their targets (Akbar et al., 2020). 
	The advancement of technology employs new challenges with monitoring online and telecommunication activities (Warkentin et al., 2008). For proper monitoring, additional locations would need to be set up throughout the United States where communications would be intercepted and copied before sending them to their original destination (Warkentin et al., 2008). However, there are groups such as the American Civil Liberties Union (ACLU) that are against the idea of law enforcement heavily monitoring communication on electronic devices, and believe that the United States will become a “surveillance society” if they go through with this (Warkentin et al., 2008). ACLU, along with other groups opposing heavy surveillance, have opened the door for discussion differentiating between privacy and security (Warkentin et al., 2008). 
	While steganography was initially used for companies to hide secret information from prying eyes, cyber criminals have hijacked it to send illicit messages to each other (Akbar et al., 2020). Many online criminals have used it to send information to each other, but have also utilized steganography to infect the devices of unsuspecting individuals and companies with malware (Akbar et al., 2020). There are several techniques for steganography besides simply embedding a message in a file, including substitution, injection, and creating a brand new file (Warkentin et al., 2008). There have also been ethical issues with monitoring steganography, which has raised an argument to differentiate between giving users privacy and monitoring their every move for security purposes (Warkentin et al., 2008). This balance between privacy and security is crucial to combat cybercrime without constantly surveilling society. 
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