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Background/Literature Review 
Steganography is an anti-forensic technique that allows the user to hide information in other media files, which has been used by cybercriminals to communicate and describe plans for their crimes (Akbar et al., 2020). While steganography was created for businesses and other corporate settings to safely exchange information without attackers gaining access to sensitive information, criminals began to use this technique to communicate because it is less suspicious, and more difficult for authorities to intercept (Akbar et al., 2020). Steganography involves messages being hidden in other forms of media such as audio files, images, and video files (Akbar et al., 2020). Steganography is different from cryptography, which is the process of encoding the message, while the purpose of steganography is to hide the idea that a message is being sent at all (Warkentin et al., 2008).
There are several different steganographic methods, including injection, substitution, and file generation (Warkentin et al., 2008). Injection uses hidden tags in HTML or unused disk space to hide information (Al Azzam, 2023).  Substitution modifies smaller pieces of data, such as the least significant bits of pixels in a visual file, in order to hide a message without visibly altering the original file (Al Azzam, 2023). File generation creates entirely new files, and there are several applications that can be used for this. An example of file generation involves the SpamMimic application, which disguises messages as spam emails (Warkentin et al., 2008). 
While steganography has been used for legitimate business or personal purposes, it has been exploited by cybercriminals to hide malware or coordinate malicious activities or attacks. An example of this involves attackers embedding malware into .jpg image files to potentially integrate organizations and steal their information (Akbar et al., 2020). Terrorist groups have also used steganography to conceal plans of their attacks within media files to avoid any suspicion (Akbar et al., 2020).
As detection tools and forensic analysis methods become more advanced, there is a growing interest in utilizing artificial intelligence to enhance technologies that are already existing, and steganography is no exception to this rule (Al Azzam, 2023). Artificial intelligence has been used to detect evidence of steganography, and has even outperformed traditional methods (Kuznetsov et al., 2024). However, AI is not without its flaws, because it must be trained with several sets of data to perform properly (Kuznetsov et al., 2024). Even with proper training, there is still a massive margin of error, and the AI may produce a false positive or false negative (Kuznetsov et al., 2024).
As artificial intelligence evolves, we must evolve with it. This is why we want to combine steganography with an artificial intelligence model. AI will be able to help us detect evidence of steganography by extracting data from the original file (Plachta et al., 2022). Steganography was meant to securely hide data by embedding the data in an image or other media files (Wani et al., 2022), and it should be kept that way. When using traditional methods, it is more difficult for researchers to detect what technique was used to embed data (Luo et al., 2008). AI detection methods would be more likely to discover the exact techniques. 
Our goal is to use AI to create steganography software that can aid in both the detection and hiding of data, while protecting the user from malware if it is present in any files. This software will not only help with detecting evidence of steganography, but also help implement ethical steganography, where users will be able to hide their data, if it is appropriate. 
Aims
The aim of this research is to create specialized software that combines traditional steganographic tools with artificial intelligence. This software will use steganographic principles by concealing information in different media formats, while simultaneously minimizing the likelihood that the information will be detected. There may also be an alternative “mode” that helps detect if files were altered to hide messages. There will be safeguards to ensure that this is not being used for malicious purposes. 
The smaller, more specific goals of this research project are: 
· Develop software combining modern and traditional steganographic practices.
· Use AI to help detect if steganography has been used on a file. 
· Use AI to help hide information in a file by finding ideal files and locations to embed the information. 
· Many AI models embed less in order to completely generate a “cover” for the data being hidden (Wani et al., 2022). 
· Implement safeguards to ensure that this program is not being used to commit any cybercrimes. 
· Compare the results of steganographic practices carried out by AI with traditional methods to evaluate potential areas of improvement in both detecting and hiding data. 
· Train the AI model to recognize words or phrases that could be used to talk about crime. It will learn literal terms and slang terms for criminal activities. 
· AI has been shown to successfully learn and understand slang terms (Sun et al., 2024). 
· This includes words with malicious meanings, but also includes slang terms that could be used to talk about something worse (i.e. the phrase “cheese pizza”).
· The AI model would be taught these phrases and what they signify, and would detect or “flag” them if they were used (Fethi et al., 2023). 
· Focus on any ethical implications of utilizing AI for steganography, while keeping digital privacy and basic cybersecurity principles in mind.
· Each use of the program to hide or decode information will be recorded into a database for safekeeping, but will be encrypted to protect its privacy and integrity.
Methodology
	This research will focus on artificial intelligence, cybersecurity, data science, digital forensics, hardware development, and software development.
· Artificial Intelligence 
· Convolutional Neural Networks (CNNs) will be used here. CNNs are artificial neural networks that have above-average image recognition capabilities, making them ideal for steganography detection software (Kuznetsov et al., 2024). CNNs can learn complex patterns and identify subtle changes that often cannot be detected by traditional techniques or software that does not use AI (Kuznetsov et al., 2024).
· The AI will be trained on real examples of steganography, along with normal media files that have not been altered in any way.
· Cybersecurity
· Basic cybersecurity principles will be implemented (penetration testing, encryption, data safety, etc). 
· Data Science
· The AI model will need to be trained on data sets of files that contain evidence of tampering via steganography, and files that do not have any hidden messages in them. 
· Digital Forensics
· Anti-forensic techniques like steganography will be employed.
· Hardware Development
· Ideal CPUs and GPUs will be obtained and used. 
· Software Development
· Will require resources such as coding software, data storage, free-to-use data sets to train the AI on.
· Develop modules to not only hide the data, but to also detect it.
· Ethics
· Ethical implications of using steganography in general, and AI steganography specifically: should it be legal or “allowed.”
· No human, animal, or otherwise living subjects will be tested.
· Only public data that is not sensitive or easily identifiable will be used.
· The AI will be trained on detecting malicious uses of steganography, along with slang words that are used to describe criminal behaviors, such as gore and CSAM content. However, since owning any of this content itself is a crime, the AI will not be trained on media files, but will be trained on phrases that are used to describe these crimes (such as “gore,” “cheese pizza,” “kill,” etc). 
Expected outcomes, significance, or rationale 
This research project is expected to produce an AI-based steganography software prototype. Our software will be used to minimize the risk of message detection while ensuring the data’s quality and integrity remain unchanged. This research will contribute to the field of cybersecurity. This project will also focus on the ethics of using artificial intelligence instead of traditional techniques. We want to emphasize the importance of defensive technology, such as steganography and other anti-forensic techniques. 
Our expected outcomes:
1. Develop framework for AI software that will rival traditional steganographic techniques. 
2. An analysis of traditional techniques and how they differ from techniques based on AI (compare and contrast). 
3. The ethical implications of using AI to detect or hide information, instead of traditional techniques or human input.
4. The ethical implications of using steganography and its effect on privacy and surveillance (Warkentin et al., 2008).
a. Is it ethical to use steganography, or should it be outlawed to prevent potential misuse?
b. Surveillance versus privacy: should every use of steganography be recorded? 
5. Provide an insight into how steganography works and publish findings so that law enforcement personnel and policymakers can work to prevent cybercriminals from misusing this technology (Akbar et al., 2020).
6. Since many attackers use steganography to spread malware (Plachta et al., 2022), we want to implement built-in antivirus capabilities to prevent this from happening. 
a. Input will be scanned for malware, and data that was already hidden will be scanned for malware. If the message has malware in it, the file will be quarantined and deleted.
7. This model will have a “detect” mode to detect any evidence of steganography, and a “hide” mode to embed the data in the media file. 
a. Safeguards will be put into place so that the user cannot hide any data with malware or criminal data. 
b. Anti-virus capabilities will be implemented in the case that the user is looking at a file that has been embedded with malware.   
Personnel 
	Since steganography is a niche field in the realm of digital forensics, we will require a smaller team of personnel. Our team will consist of: *subject to change as more research is done
1. Main Investigator / “Leader of Operations”  
a. Will be in charge of the project’s overall design, research, supervision, and general progress 
b. Will check in with each member of personnel to ensure everyone is on task 
c. Will delegate tasks and assign the assistant to help, if necessary 
2. AI Specialist 
a. Focuses on training the AI (CNN) to detect evidence of tampering 
i. Must be trained with a diverse set of image files to ensure the CNN can recognize differences between files that have and have not been tampered with (Kuznetsov et al., 2024).  
ii. CNNs are powerful tools, but require a large quantity of data to be trained with. It will also require millions of data point modules (Tian, 2020). 
b. Will be testing the AI model 
3. Hardware Specialist 
a. Makes sure all of the hardware parts are working properly
b. Will be testing the AI model
4. Cybersecurity Specialist  
a. Will ensure that there are no vulnerabilities and that the software cannot be attacked in any way (i.e. malware, injection tactics, etc) 
b. Will work to defend against malware
5. Software Engineer  
a. Makes sure the appropriate software is being used for the project
b. Makes sure the software is safe to use and updated
c. Will be testing the AI model 
d. Will work to defend against malware attacks
6. Research Specialist 
a. Will conduct the research and focus on the literary analysis 
b. Part-time worker, will contribute at the beginning of the project 
i. Can be a grad student 
7. Publicist 
a. Will be in charge of publishing research findings
b. Will be a part-time worker, helping out at the end of the project
8. Assistant
a. A “floater” which will help other members of the team whenever necessary  
i. Gathering citations, testing hardware or software, conducting extra research, etc.  
b. Will be a part-time worker
i. Can be a grad student 
Budget 
	Since steganography is a niche field in the realm of digital forensics, we do not expect to receive a large budget. Note that the amount of money will be requested in USD. 
	Description
	Amount Requested
	Notes, if any 

	Labor
	$155,000 
	· 8 members of the team
· Since the publicist, assistant, and researcher will not have as large of a part as the other members, they will receive $10,000. Everyone else will receive $25,000. 

	AI Resources
	$10,000
	· Obtain CNNs and other AI that will be used in the program 

	Hardware
	$10,000
	· Obtain high-end computers to use for coding, testing, etc
· Strong GPU to process everything

	Software
	$10,000 
	· Obtain software libraries to ensure the program can be coded properly 

	Professional Development
	$5,000 
	· Team meetings, workshops, conferences, etc. 

	Publishing 
	$5,000 
	· Costs related to publishing our findings 

	Unexpected Costs
	$5,000 
	· Reserved for emergencies or if other costs exceed the estimates

	TOTAL
	$200,000 
	





Timetable  
	This project is expected to take around twenty months, or less than two years. 
	Duration of Time
	Stage
	Goals

	Months 1-2
	Literature Review 
	· Research phase
· Gather information from acceptable resources: research papers (steganography, AI, cybercrimes, relevant topics) 
· Review basic ethical practices 

	Month 3
	Brainstorming
	· Rough ideas, sketches, models of the software we want to implement

	Months 4-5
	Model Design A
	· Take ideas from previous stage to create the first design of the software
· Focuses on the CNN models for both hiding and detecting any data
· Trains the models with real examples

	Months 6-7
	Testing Model A 
	· Test the model from the previous part
· Take notes of what needs to be improved, deleted, added, etc. 

	Months 8-9
	Revision: Model A -> B 
	· Notes from testing stage are applied to the model
· Model A is modified, now Model B

	Months 10-12
	Testing Model B
	· More testing 

	Months 13-14
	Revisions for Model B 
	· Revise Model B, if necessary

	Months 15-16
	Compare and Contrast: AI Steganography vs Traditional Methods
	· Conduct tests to see if AI steganography or traditional techniques are better at detecting evidence of messages being embedded into media
· Also conduct tests to see which form is better at actually embedding the data 

	Months 17-18
	Finalize Data 
	· Analyze findings 

	Months 19-20
	Prepare for Publication /
Data Reporting
	· Finalize the report
· Prepare to publish findings in research paper
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