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Abstract
Steganography is an anti-forensic technique that allows the user to hide information inside media files. Cybercriminals use it to communicate and plan illicit affairs. Steganography involves messages being hidden in other forms of media such as audio files, images, and video files. While steganography was originally designed for business organizations to securely exchange sensitive information, criminals now use it to communicate because it is less suspicious and more difficult for authorities to detect. As technology advances, artificial intelligence is being utilized more frequently in steganography techniques and detection. Artificial intelligence has been used to detect evidence of steganography and has even outperformed traditional methods. AI-based detection methods show potential in identifying specific steganographic techniques that are used in communications. This study compares AI-based and traditional detection methods and finds that traditional techniques have more accurate results. 
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Introduction
There are several different steganographic methods, including injection, substitution, and file generation (Warkentin et al., 2008). Injection uses hidden tags in HTML or unused disk space to hide information (Al Azzam, 2023). Substitution modifies smaller pieces of data, such as the least significant bits of pixels in a visual file, to hide a message without visibly altering the original file (Al Azzam, 2023). The least significant bit (LSB) method hides data by altering the smallest bit of each pixel in the image. This practice minimizes the visible distortion of the image, making it more difficult to tell if the image was altered. File generation creates entirely new files, and there are several applications that can be used for this. An example of file generation involves the SpamMimic application, which disguises messages as spam emails (Warkentin et al., 2008). 
While steganography has been used for legitimate business or personal purposes, it has been exploited by cybercriminals to hide malware or coordinate malicious activities or attacks. An example of this involves attackers embedding malware into .jpg image files to potentially integrate organizations and steal their information (Akbar et al., 2020). Embedding refers to the process of inserting hidden data into an image. Terrorist groups have also used steganography to conceal plans of their attacks within media files to avoid any suspicion (Akbar et al., 2020).
As detection tools and forensic analysis methods become more advanced, there is a growing interest in utilizing artificial intelligence to enhance technologies that are already existing, and steganography is no exception to this rule (Al Azzam, 2023). However, AI is not without its flaws, because it must be trained with several sets of data to perform properly (Kuznetsov et al., 2024). Even with proper training, there is still a massive margin of error, and the AI may produce a false positive or false negative (Kuznetsov et al., 2024).
As digital communications continues to expand across social media platforms and encrypted messaging applications, the potential to misuse steganography also grows. Cybercriminals rely on using these methods of communication to discuss their malicious intentions. This makes steganalysis an important element of cybersecurity, so it is important for us to understand how detection tools work in comparison to one another. It is also important to understand how artificial intelligence can play a role in steganalysis.
As artificial intelligence evolves, we must evolve with it. This is why we want to combine steganography with an artificial intelligence model. AI will be able to help us detect evidence of steganography by extracting data from the original file (Plachta et al., 2022). Steganography was meant to securely hide data by embedding the data in an image or other media files (Wani et al., 2022), and it should be kept that way. When using traditional methods, it is more difficult for researchers to detect what technique was used to embed data (Luo et al., 2008). 
This research aims to compare the effectiveness of traditional methods of steganography detection, such as DCT and LSB, with artificial intelligence-based methods. This study evaluates how each method detects hidden data in JPG and PNG images and compares the findings. By analyzing the accuracy of detection and image qualities, the research assessed whether artificial intelligence could provide a meaningful improvement over traditional tools made for steganography detection. 
Materials and Methods
This research did not involve any living subjects, and data sets consisted of images that did not have any identifiable information. This research developed specialized software that combines traditional steganography with artificial intelligence. This software conceals information in various media formats and includes features that are designed to reduce detectability. The software also includes a detection mode that can identify whether a file has been altered to hide data. There are safeguards in place to prevent the software from being used for malicious purposes. 
This project involves the development of software that combines modern and traditional practices of steganography and identifying evidence of its presence in a media file. Artificial intelligence will also be used to identify evidence and will also be used to embed information into files. The AI will find ideal files and locations for data embedding. Many AI models embed less to completely generate a “cover” for the data being hidden (Wani et al., 2022). This “cover image” is the original, unaltered image that is used to hide data. 
The AI model being used in this research has been trained on data sets that do not identify individuals. The data sets consisted of images that were altered via methods of steganography, along with images that were not altered in any way. The AI model was also trained to recognize and flag potentially malicious usage of the software, based on keywords or phrases that were previously associated with criminal activity. The AI model was taught these phrases and what they signify and would detect or flag them if they were used (Fethi et al., 2023). 
Convolutional Neural Networks (CNNs) were used because of their above-average image recognition capabilities, making them ideal for steganography detection software (Kuznetsov et al., 2024). CNNs can learn complex patterns and identify subtle changes that often cannot be detected by traditional techniques or software that does not use AI (Kuznetsov et al., 2024). Ideal hardware, such as high-end CPUs and GPUs have been used. 
There is also an ethical implication of utilizing AI for steganography instead of continuing to use traditional methods. It is also important to keep basic cybersecurity practices and the idea of digital privacy in mind. Basic cybersecurity principles, such as penetration testing, encryption, and data safety will be used to keep the software secure. Each use of the program to hide or decode information will be recorded into a database for safekeeping but will be encrypted to protect its privacy and integrity. Only public data was used. 
This study aimed to compare traditional methods of steganalysis with an AI-based method to determine which approach will provide a more accurate analysis of images that have been altered to hide data. The AI-based method is compared to two mathematical-based methods. DCT and LSB were chosen for this research because they have been used in many academic research sessions, boosting credibility. The AI-based CNNs were chosen because of their ability to detect complex patterns in images, making them ideal for this research analysis. 
Results
	Traditional detection methods have been compared to AI-based detection software, which was dependent on CNNs. The AI-based software that consists of CNNs analyzed both JPG and PNG formats. CNN consists of five convolution layers, two pooling layers, and two connected layers (Indrawan et al., 2024). Convolution layers apply filters that can detect anomalies or patterns in the images being inspected. These nine layers come together to analyze and process images, and each layer continues to process the output from the previous layer. 
Traditional methods include analyzing the least significant bits of an image, and discrete cosine transformation. Discrete cosines transform (DCT) converts an image into frequency components, which allows data to be hidden within the selected frequencies. The LSB method analyzes an image and finds the least significant bits involved and embeds the data there with minimal impact. The DCT method involves the conversion of the image into a frequency domain, which inserts the data into the chosen frequency coefficient. The increases resistance to lossy compression and helps preserve the integrity of the original image (Indrawan et al., 2024). 
In this experiment, JPGs and PNGs were evaluated on their peak signal-to-noise ratio, which indicates how similar the edited image is to the original image. Peak signal-to-noise ratio (PSNR)  measures how similar an edited image is to the original. Regarding the CNNs, JPGs received an average score of 9.05-13.60, while PNGs had a score of 9.80-14.81. Higher PSNR scores indicate less noticeable changes between the original image and the altered image. Altered PNG images were able to keep more of their original qualities than JPG images that were altered. The image types were also analyzed based on their structural similarity index measure (SSIM) scores. The structural similarity index measure (SSIM) compares the structural and visual similarities between two images. JPGs had an SSIM score of 0.12-0.75, while PNGs had an SSIM score of 0.29-0.82. 
Since PNGs had a higher SSIM score, this indicates that PNG images looked more like the original image after the data was hidden, while JPG images did not look as much like the original images after data was embedded. Despite the fact that both image types had different peak signal-to-noise ratio and SSIM scores, CNN was able to detect signs of alterations at the same rate. The CNN’s detection accuracy rate for both JPG and PNG images was at 43.27%. JPGs and PNGs have different image qualities, but this did not influence detection or the ability to hide any of the information. This has shown that AI-based techniques have the ability to detect evidence of steganography and participate in steganography itself. 
The experiment revolving around the LSB method showed a drastic difference between how the data was hidden, and the image qualities. The PSNR scores for both JPGs and PNGs were between 11.98 and 43.06 decibels, while SSIM scores were between 0.863 and 0.992. These values indicate that the images were of high quality and were able to hide the data at a higher rate. The LSB method was able to detect evidence of steganography with a 57.69% accuracy for both image types.
The DCT method yielded scattered, inconsistent results. JPG images had a PSNR score ranging from 36.24-48.97, which is a wider margin. PNG images had a higher PSNR score that exceeded 91 (Indrawan et al., 2024). JPG images also had an SSIM value of 0.98, while PNG images often had maximum SSIM values of 1.00. The DCT method had a message detection accuracy between 38.46% and 60.58% for JPGs, averaging an accuracy rate of 49.52%. PNG images had an accuracy rate of 100%. This shows that PNG images are able to preserve more quality from the original image after embedding data.
Overall, these results indicate that the type of image being investigated, along with the method of compression being used, both play a key role in how data is hidden. PNG images use lossless compression and preserve more of the original image quality after data was embedded. As a result of this, the PNG images had higher PSNR and SSIM scores in comparison to the JPG images. JPG images have lossy compression, which leads to less of the original image being preserved after embedding data. JPG images had lower PSNR and SSIM scores. Despite these differences, the AI-based CNN model was unable to recognize a difference between the two images, leading to a lower accuracy score in comparison to the two traditional methods. 
Conclusion
	This study demonstrates the differences between AI and traditional methods of detecting evidence of steganography. The results indicate that AI-based steganography practices are less accurate than traditional methods, such as convolutional neural networks, are inferior to traditional methods, such as least significant bit and discrete cosine transportation. The DCT method had higher accuracy rates for both image formats, with the LSB accuracy rates falling in the middle. The AI-based CNN method was the least accurate of the three methods that were evaluated. However, artificial intelligence still has the potential to be a supplementary device. AI can be used in the early analysis stage or for large-scale image investigation but should not be depended on for small-scale endeavors. With more training, AI-based techniques can potentially reach the accuracy levels of traditional methods. 
Discussion
	This study has uncovered vast differences in image quality, and how accurately images can be detected using traditional methods against AI-based methods. Artificial intelligence is a newer technological advancement, so it should not be depended on to detect evidence of steganography and solve issues relating to data embedding. There are also some ethical implications for using artificial intelligence instead of more traditional methods. Studies have shown that extreme AI usage, including generative AI, has a negative effect on the environment by using up electrical energy and emitting more carbon dioxide. 
Researchers and other human workers are also concerned with artificial intelligence taking jobs that were meant for humans, leaving them unemployed. It is better for humans to utilize traditional methods, instead of using artificial intelligence to automate methods of steganography. Besides ethical reasoning, artificial intelligence is still fairly new and has to be trained. It can learn from data sets, which it has been, but at this point in time, artificial intelligence is far from perfection. Artificial intelligence methods have been shown to have lower accuracy rates, and although there is a potential for artificial intelligence to improve, that will not occur in the future. 
Recommendations
	Based on the findings of the research experiment, we recommend utilizing traditional methods for any steganographic needs. If images are thought to be altered and embedded with data, researchers should not utilize methods that are dependent on artificial intelligence. AI is still relatively new and has potential to be a useful tool in the realm of steganography, but for now it is far from perfect. AI-based processes may be used in the beginning of steganalysis but should not be used as the only tool. AI-based skills can be used to assess progress and to compare results to traditional methods, like this experiment did, but researchers should not depend on AI-based steganography to detect evidence of detection, or to embed data. If researchers insist on using AI in steganalysis, we recommend using artificial intelligence as a supplemental tool with traditional methods. AI models can be used to screen large data sets to check for minimal signs of alteration. Then, a traditional method can be used to individually analyze each image that appears to be altered. 
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